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Exploration on Path of Risk Control of Personal Information Protection
Zhang Tao

Abstract: In the era of big data, personal information protection faces new threats and challenges. The current
personal information protection mainly relies on the "rights—based approach", which assumes that the information sub-
ject is fully rational, grants a series of rights to information subjects, and uses "inform—consent" and harms for in-
fringement as the main guaranteed mechanism. Practice shows that the rights—based legal system for personal informa-
tion protection faces cognitive and structural dilemmas in the era of big data, and a methodological shift is needed for
personal information protection. The "risk—based approach", which recognizes the limited rationality of information
subjects and shifts the focus from the construction of individual rights to the reasonable allocation of information secu-
rity risks, has been widely embedded in the recent legal system of personal information protection. To implement the
"risk—based approach" in personal information protection, at the level of self-regulation, information processors
should integrate the "risk—based approach" into the compliance system of personal information protection to form the
"risk—based compliance"; the agency responsible for personal information protection should improve the risk regula-
tion system through three aspects: standard setting, information collection and behavior adjustment, and form a "risk—
based regulation"; at the level of judicial regulation, the court can establish risky harms identification and the evalua-
tion mechanism, innovate the concept of "harms" in infringement, and form "risk—based harms".

Key words: personal information protection; rights—based approach; risk—based approach; risk regulation
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