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Role Orientation and Related Obligations of Network Service Providers
in Criminal Data Retrieval

Li Yanshun

Abstract: It has become the new normal for criminal investigation that Investigative agencies access data from
Internet service providers, but also brings a series of practical operation and normative level problems, and endanger
the privacy and data rights. To solve these problems, in addition to repositioning the attributes of data access investiga-
tion measures in the criminal procedure law, we can also start by regulating data disclosure practices. By defining the
role of internet service providers in data investigation and clarifying their associated obligations, criminal data access
behavior is thereby regulated. Internet service providers play three roles: operators, public service providers and
important network rule makers, and accordingly assume three obligations:"privacy and data protection""public service
and assistance to law enforcement", and "participation in shaping a free and open digital ecology". Among them, the
coexistence and game of different obligations, the priority of obligations, and the limited nature of each other’s obliga-
tions are all issues worthy of in—depth discussion. Only by clarifying the system of obligations of network service pro-
viders and the fulfillment of obligations can we effectively balance the "national security and social public interest",
the "privacy and data rights" of users and the "business interests" of internet service providers themselves.

Key words: internet service provider; criminal data access; data disclosure obligation; right of privacy
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